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ABSTRACT

It is known that Cryptology has as objective to guarantee the confidentiality, integrity and authen-
tication of information when it is stored or transmitted. Asymmetric cryptosystems are among the
most used methods for encrypting the information, and one of their main applications is the digital
signature. In this type of cryptosystems each user has two different keys: the public and the private
one. The first one is publicly known and permits any user to encrypt information or verify the digital
signature of the owner of the key; whereas the private key, which is secret, is used by the owner for
decrypting the encrypted information or elaborating his digital signature.

The RSA cryptosystem is considered to be mathematically secure against the integer factorization
methods, but there are other attacks whose objective is to obtain the private key [1]. In fact, Side
Channel Attacks rely on analyzing certain information obtained from the device where an implemen-
tation of the algorithm runs; for example, measuring the execution time or the power consumption
required by the algorithm, the electromagnetic field generated by the device, etc. On the other hand,
Fault Injection (FI) Attacks deliberately induce a fault in the execution of the algorithm to get a
wrong output, so that such output allows the attacker to make guesses based on the comparison of
different results.

In this work, we explain the mathematical aspects of two FI attacks and analyze the security of
the implementation of the RSA in a digital signature scenario, in particular when the RSA-CRT
algorithm is considered. By using the Chipwhisperer platform, we simulate the Bellcore [2] and
the Lenstra [3] attacks to factorize the RSA module and to obtain the private key. The first attack
compares a fake signature and the real one, whereas the second one only uses a wrong signature.
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